Appl'nNo.: 09/317,746 

Title: Prioritizing Network Management Traffic 
Inventors: Robert L. Stewart, et al. 

Replacement Sheet 

1/7 



NETWORK 






MANAGEMENT 


— 106 


APPLICATION 








i 


108 




1 




( 




MANAGEMENT 






STATION 








MIB 



100 



AGENT 




MANAGED 
ELEMENT 
MIB 





7 r 

110 112 




FIG. 1 



Appl'nNo.: 09/317,746 

Title: Prioritizing Network Management Traffic 
Inventors: Robert L. Stewart, et al. 

Replacement Sheet 

2/7 



102 



106a 
( 



NETWORK 
MANAGEMENT 
APPLICATION 



TI 



MIB 



106b 
( 



NETWORK 
MANAGEMENT 
APPLICATION 



SNMP 



106c 
_A 



NETWORK 
MANAGEMENT 
APPLICATION 



-206 



1—200 



NETWORK LAYERS 

7^ 



•204 



•114 



FIG. 2 



Appl'nNo.: 09/317,746 

Title : Prioritizing Network Management Traffic 
Inventors: Robert L. Stewart, et al. 

Replacement Sheet 

3/7 



300 
L_ 



MESSAGE WRAPPER -^302 



PROTOCOL 
DATA UNIT 

K- 304 



FIG. 3 



-h 



Appl'nNo.: 09/317,746 

Title: Prioritizing Network Management Traffic 
Inventors: Robert L. Stewart, et al. 

Replacement Sheet 

4/7 



112 





404 


406 


408 

r 


400 — 


GROUP #1 


USER#1 
USER #4 


PRIORITY LEVEL 3 




GROUP #2 


USER #2 
USER #5 


PRIORITY LEVEL 1 


402 — 


GROUP #3 


USER #3 


PRIORITY LEVEL 2 



FIG. 4A 



410 412 

_j , : _L_ 



COMMUNITY #1 
(USER #1; USER #4) 


PRIORITY LEVEL 3 


COMMUNITY #2 
(USER #2; USER #5) 


PRIORITY LEVEL 1 


- COMMUNITY #3 
(USER #3) 


PRIORITY LEVEL 2 



FIG. 4B 



Appl'nNo.: 09/317,746 

Title: Prioritizing Network Management Traffic 
Inventors: Robert L. Stewart, et al. 

Replacement Sheet 

5/7 




EXTRACT USER I.D. FROM MESSAGE 
WRAPPER IN SNMP MESSAGE 



DETERMINE PRIORITY ASSIGNED 
TO USER I.D. 



•502 



•504 




YES 



ADD TO PENDING Q 
IN ORDER OF PRIORITY 



— 510 



508- 



ADD TO ACTIVE Q 
IN ORDER OF PRIORITY 



FIG. 5 



Appl'nNo.: 09/317,746 

Title: Prioritizing Network Management Traffic 
Inventors: Robert L. Stewart, et al. 

Replacement Sheet 

6/7 




EXTRACT PRIORITY FROM 
SNMP MESSAGE 



■602 




YES 



ADD TO PENDING Q 
IN ORDER OF PRIORITY 



— 608 606- 



ADD TO ACTIVE Q 
IN ORDER OF PRIORITY 



FIG. 6 



Appl'nNo.: 09/317,746 

Title: Prioritizing Network Management Traffic 
Inventors: Robert L. Stewart, et al. 

Replacement Sheet 

7/7 



702 704 



SOURCE IDENTIFICATION 
#1 


PRIORITY LEVEL 2 


SOURCE IDENTIFICATION 
#2 


PRIORITY LEVEL 1 



FIG. 7 



